TRS Secure/Encrypted Emails - Instructions

Steps to View Secure, Encrypted TRS Emails

1) Secure TRS emails display the following message:

This is a secure message.

To read it, open the attachment.

More Info

ClientServices@trs texas.qov

2) Click the attachment to read the email:

B SecureMessageAtt.. y

3) Click on the “Click to read message” button:

Click to read message

More Info

ClisntServices@irs texas gov
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4) First time users will be prompted to create an account to view secure emails from
TRS.

Please review the following password rules:

e Passwords must be 7-20 characters long

e At least one digit (0-9) is required

e At least one symbol character is required

e Your username may not appear in the password

Registration

Create your account to read secure email.

EmailAddress: [ < ail.com

First Name:

Last Name:

Password:

Confirm Password:

5) Upon completing registration, email communication is available to view:
Reply Reply All_Forward ™

Secure Email Test

From:
To: gmail.com

Ce:
Sent:  12/3/2019 10:43:36 AM

is VALID

Good morning,
This is a test.

Sincerely,

EBS

TRS | Bensfit Accounting | Teacher Retirement System of Texas
1000 Red River St., Austin, TX 78701 | Phone 800-433-5734 | Fax 512-542-6599 | Email repo

O@ne

rting@trs texas.zov
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Steps for Resetting Password

1) Click on the “Forgot Password” link:

Login

Log in to read your secure message.

-@gma il.com

Password

Forgot Password

2) A Password Reset Request confirmation message will be displayed, stating that a
password reset message was sent to your email:

Password Reset Request Sent

A password reset message was sent to your email
address. Please click the link in that message to reset
your password.

If you do not receive the password reset message
within a few moments, please check your spam folder
or other filtering tools.
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3) An email with a link to reset your password will be sent:

proofpoint-pps@trs.texas.gov B47 AM (1 minute ago) 7 dm
to me -

This is the URL to reset your password. Please click the following link to reset your password
to read a secure message: hitps://securemail.trs.texas.gov/securereader/activate ?token
=7526tMo2PdAHQRFBf3tyNWKvd&brand=4fdaa2?b8&reset=true. Note: This URL will only
work once and will expire in 30 minutes.

4) After clicking on the link in the email, you will be directed to enter a new password.
Please review the following password rules:

e Passwords must be 7-20 characters long

e At least one digit (0-9) is required

e At least one symbol character is required

e Your username may not appear in the password

Enter New Password

Enter a new password.

-@gm ail.com

New password

Confirm password

Continue Cancel

5) After entering a new password and confirming it, you will be directed to the
contents of the encrypted email.
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Responding to TRS Secure Emails

1) Responding only within the secure email system will ensure any information sent to
TRS, including attachments, is encrypted. To respond, click “Reply”, “Reply All”, or
“Forward” located at the top of the secure email:

Reply ReplyAll Forward

secure email test

rom: R
To: B ilcom

Cc:
Sent:  12/9/2019 11:26:38 AM

2) A separate window will open to allow a response:

= ™

Subject:  RE: secure email test

Send me a copy

Attach afile (I
@ « Q b3 | Normal - || Font - || size -
A- B I U § %, x| ;= = E nfEls = == = 0

From: xxxxxx

Sent: Mon, 9 Dec 2019 17:26:38 +0000
To: xooox@gmall.com

Ce:

Subject: secure email test

This is a test
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3) After completing your email and/or attaching any documents, click “Send” to send
the email securely to TRS. You will receive a confirmation message stating the
message has been sent:

Message Sent

Your secure message was sent successfully.

To exit click Logout or close this browser window.
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